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CONTRACTOR SECURITY PLAN (SOP #10.03b)
RCL MAINTENANCE CONTRACTS

Standard Operating Procedures (SOPs) have been instituted at the RCL to insure uniform control, protection and preservation of the rare collections housed in the Rare Collections Library.  All SOPs must be followed, only two exceptions are allowed:
· By counter instructions which are written, dated, signed by the Bureau of State Library Director, Office of Commonwealth Libraries and co-signed by the Deputy Secretary of Commonwealth Libraries.
· Because of a catastrophic emergency situation
· A full report must be submitted post emergency documenting reasons and conditions, signed and dated by the contractor and the Bureau of State Library Director, Office of Commonwealth Libraries (OCL) or designated personnel.
CONTRACTOR SECURITY PLAN:

The Rare Collections Library of Pennsylvania houses an historic unique one-of-a kind paper-based collection.  As a primary source library, no other institution in the world can claim a collection such as contained in the confines of the RCL.  These collections, due to their age and historical significance, require special preservation-based environments for their continued survival.   For the protection of the collections, the RCL is a controlled access facility, including a high level of security so as to deter theft and damage through unwanted handling.

It must be understood at all times, that any damage or loss of a portion of the collections would be a terrible travesty with regards to nation’s cultural heritage.  In order to enhance the preservation and security protocols already in place at the RCL, the Contractor’s own security protocols must augment the existing RCL procedures.  The Contractor’s security procedures must in turn be coordinated and approved by the  State Library Bureau Director to ensure maximum security and the continued safety of the RCL’s historic holdings.
  
INFORMATION REQUIRED FOR THE CONTRACTOR’S SECURITY BOOKLET

The Contractor’s security plan, at a minimum, must include the following items along with all SOPs provided by the OCL relevant to the preservation/security of the RCL.  This information is then to be combined into booklet form so that it may be issued to the contractor’s employees for orientation and reference while working on-site in the ForB/RCL.  The Contractor is to establish their security program not only to protect their work, but the OCL/RCL operations from theft, vandalism, and unauthorized entry during the contractor’s service/maintenance work.
· While on-site, security of the Contractor’s work area/job site is the responsibility of the Contractor.
· The contractor’s security plan must be coordinated with existing OCL’s security procedures.
· The security plan must be maintained throughout contract period when performing any service work or the OCL precludes the need for Contractor security.
· The Contractor must maintain a log of workmen on-site per maintenance/service call for their records and reference at all times.

BACKGROUND CHECK
· Consistent with the Capitol Police’s requirements for the Capitol Complex, the Contractor must obtain a criminal record check for all of their employees who will be required to enter the Forum Building ForB/RCL as part of the contract work.
CONTRACTOR SECURITY PLAN (SOP #10.03b)
Routine Maintenance and Service Calls

BACKGROUND CHECK (continued)
· This must be requested from the Pennsylvania State Police by completing a "REQUEST FOR CRIMINAL RECORD CHECK" FORM and submitting it to the Pennsylvania State Police (see attached).
· All employees of the Contractors must obtain a photo identification badge from the Capitol Police prior to entering the ForB/RCL and beginning any work.  Identification badges must be worn at all times the employee is in the building.
· The Contractor must contact the Administrative Office of the OCL 717-783-4173 to coordinate an appointment to obtain photo identification badges for their employees.  
· Prior to scheduling the photo identification badge appointment, the Contractor must submit the required Pennsylvania State Police responses to the PA Bureau of Police and Safety for review and approval and a copy for the OCL.
INDENTIFICATION & BADGING
· The photo identification badge will include a personal photograph, employee name, assigned number, expiration date and employer.
· All photo identification badges must be returned at the end of the contract period, employee participation in the project or upon employee dismissal.
· The Contractor shall reproduce the attached work regulations and supply a copy to each to their employees who will require access to the ForB/RCL prior to scheduling the photo identification badge appointment with the Capitol Police.
· Employees will not be issued their photo identification badge until they have received a copy of the regulations.
FACILITY BEHAVIOR
· Employees shall only be permitted to enter the ForB/RCL through the designated entrances per the Administrative Officer.
· Deliveries of materials shall only be coordinated through the Administrative Officer and permitted to enter the building through designated entrances.  
· Employees who violate the regulations and requirements established in this section shall not be permitted access to the site.
· All employees of the Contractor are required to wear clean shirts, shoes and long pants at all times.  When employees fail to wear the proper attire, they will be denied access to the building. 
· There shall be no fraternization or private relationships of Contractor's employees with OCL/SL/RCL personnel.  This includes, but is not limited to, trading, bartering or receiving gifts, money, favors from the personnel of the OCL/SL/RCL/Capitol Complex.
· Alcoholic beverages and controlled substances shall not be carried, stored or consumed on Capitol Complex property nor left in any vehicle.
· Any person entering the work area is subject to a search of their person at any time.  While the person may refuse, such refusal may be cause for denial of further entrance.
· The Contractor agrees to provide an orientation program to its employees for covering security rules and regulations for the Contractors' personnel.
· Smoking is prohibited within the ForB/RCL, and its entrances.
· The Contractor shall be responsible for disseminating to its employees the special restrictions on personal behavior and the procedures/potential penalties for violations.
Always follow protocol, when in doubt ask the Bureau of State Library Director or OCL’s Administrative Officer for clarification.
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